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I ATanbl

1. PasBeaka:
* MAacCUBHas

* dKTUBHAAA

2. JKcnnyarauus




Pa3Beaka
YTo oHa Ham paeT?

1. Domains/Subdomains /. Credentials

2. |IP Address Scope 8. Backend Technologies
3. Emails 9. DNS Records (MX, NS,
4 Staff Info SPF/DKIM/DMARC)
5 Files 10. Open Ports/Services

6. Source Code



Pa3Beaka
Tools

« Domains/Subdomains — bgp.he.net, riskiq, GDorks, crt.sh, whois, dnsdumpster.com, Sublist3r, dig ;)

 Emails — Hunter.io, theHarvester, Pastebin, HH, SimplyEmail, ismtp

* |IP Address Scope — bgp.he.net, riskiq

« Staff Info — Social Networks, HH, theHarvester

* Files — GDorks, Pastebin, Target Site

» Source Code — Github, Pastebin, GDorks, Searchcode, Webarchive

 Credentials — Github, Pastebin, GDorks

+ Backend Technologies — Wappalyzer, Webarchive, dnsdumpster.com
* DNS Records (MX, NS, SPF/DKIM/DMARC) — dig, nslookup
* Open Ports/Services — nmap, masscan, shodan, censys.io

* Dirbust — dirb, dirbuster, dirsearch, gobuster, turbo intruder




I CkaHupoBaHue

1. CkaHupoBaHue nopToB

2. OnpepneneHne cepBUCOB

3. llounck noTeHumanbHbIX YA3BMMOCTEN




CkaHupoBaHue
Tools

masscan -e eth0 -p1-65535,U:1-65535 <target> --rate=1000 — ckaHupoBaHue sBcex TCP- n UDP-nopToB co
ckopocTb 1000 nakeToB B CeKyHOy

nmap —sS <target> — TCP SYN-ckaHupoBaHue, 3anyckaeTtcs no ymosnyaHuio 6e3 gonaros

nmap —sU <target> — UDP-ckaHnpoBaHue

nmap —sV —Pn -A <target> — nponyckaem obHapy>xeHne XoCToB, cpa3sy uuem nHgpopmauunio o cepeuce/sepcmm
nmap -sC -sV -Pn -p- --min-rate=400 --min-parallelism=512 -0A result -v —iL <target.txt>

*--min-rate — M1H. KOI-BO MNaKeTOB B CEKYHAOY

*--min-parallelism — pacnapannenuesaHne 3anpocos 6



N3BeCTHbLIE ceTeBble NOPThI

Well-known ports [hide]
IANA
Port ¢ TCP + | UDP =+ + Descr|
statusl']
) tC p/2 1 —_— FT P o Reserved Reserved | Official
N/A N/A Unofficial In programming APls (not in communication between hosts), requests a system-allocated
° tC p/22 _ SS H 1 Yes Assigned | Official TCP Port Service Multiplexer (TCPMUX). Historic. Both TCP and UDP have been assigne
Assigned Assigned | Official Remote Job Entryl”! was historically using socket 5 in its old socket form, while MIB PIM h
t /23 T I t Yes Yes Official Echo Protocoll®[10]
° —_
P eine e Yes | Official Discard Protocoll12]
9 sctplill
e {C p / 2 5 — S M T P 4— Yes | Unofficial  Wake-on-LANI13]
1 Yes Yes Official Active Users (systat service)!14115]
. ; [16]
° tC p/53 —_ D N S 13 Yes Yes Official Daytime Protocol
15 Yes - Unofficial Previously netstat servicel1[14]
° t C p /80 H TT P 17 Yes Yes | Official Quote of the Day (QOTD)[17]
18 Yes Yes Official Message Send Protocoll181[19]
19 Yes Yes Official Character Generator Protocol (CHARGEN)[20]
* tcp/445 - SMB Voo, and
20 SC'I,'P[”] Assigned | Official File Transfer Protocol (FTP) data transferl°]
° —_— Yes, and
u d p/ 53 D N S 21 sCTPI] Assigned | Official File Transfer Protocol (FTP) control (command)!10l[11]i21]i22]
1 tC / 3306 —_— M S L 22 LG G Assigned | Official Secure Shell (SSH),[9 secure logins, file transfers (scp, sfip) and port forwarding
p y scTpil ’ ' ’
23 Yes Assigned | Official Telnet protocol—unencrypted text communications!10123]
® tC p/5432 - pOStg reSC” 25 Yes Assigned | Official Simple Mail Transfer Protocol (SMTP),[10124] ysed for email routing between mail servers
37 Yes Yes | Official Time Protocoll25]
e tC p/1433 —_ mssql 42 Assigned Yes | Official Host Name Server Protocoll2®]
43 Yes Assigned | Official WHOIS protocoll27](28][29]
° tC p/6 3 7 9 - re d I S 47 Reserved Reserved | Official
49 Yes Yes Official TACACS Login Host protocol.[39] TACACS+, still in draft which is an improved but dinstinct 7
51 Reserved Reserved | Official Historically used for Interface Message Processor logical address management,[32] entry K




Mismtp -h 192.168.1.107:25 -e /root/Desktop/email.txt

« EXPN — 3anpawiunBaeTt
CrnnMcokK ncesaoHMMOB.
|/|C|'|OJ'|b3yeTCF| ans Testing SMTP server [user enumeration]: 192.168.1.107:25

Emails provided for testing: 7
rpynn paccbISiku
Performing SMTP VRFY test...

* VRFY — npoBepgaeTt
NMSA nonb3oBaTens
CUCTEeMb

« RCPT TO -

Oﬂpe,ﬂ,eﬂﬂeTv [+] raj@mail.ignite.lab ---- valid
nosrtyyarenen [+] sr@mail.ignite.lab valid

[+] aarti@mail.ignite.lab -- valid

COO6|—|-|.eH NA [+] raaz@mail.ignite.lab --- valid

Performing SMTP RCPT TO test...

[+] root@mail.ignite.lab --- [ valaid

Completed SMTP user enumeration test.




I AXFR

dig AXFR example.com @127.0.0.1

example.com — 30Ha, KOTOPYIO Mbl XOTUM
BbIrPY3UTb

@127.0.0.1 — oTBevatoLmn 3a 30Hy Name
Server (NS)

AXFR — 3anpoc Ha TpaHcdep 30HbI




Pa3Beaka

Frameworks

 Spiderfoot

* Recon-ng

* Snlper




JKcnnyatauus
Ha 4yto obpaTtntb BHUMaHNE?

* Ctapble Bepcumn 10

* HeoObIYHbIE NOPTHI

* AHOHUMHbIW OOCTYyN




JKcnnyatauus
Tools

* metasploit
 exsploit-db.com

 searchsploit

* https://sploitus.com/



https://sploitus.com/

